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Agenda

z/OS: Using CTRACE
» Packet Trace
« OSAENTA Trace

Linux, Unix/AIX: tcpdump
TCP/IP revisited

Sample Cases

- OSA

Excessive / Dropped packets, addressing errors
Checksum offloading

« FTP —flow analysis
 AT-TLS - flow analysis
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How to Take a Packet Trace? = e

z/OS CTRACE:
« SYSTCPDA - Packet Trace; scope is the TCP/IP stack
« SYSTCPOT — OSAENTA Trace; scope is LPAR or CHPID

« Set up an External Writer Proc

E.g., SYS1.PROCLIB(AESWRT):

//1EFPROC EXEC PGM=ITTTRCWR,REGION=0K, TIME=1440,DPRTY=15
//TRCOUTO1 DD DISP=SHR,DSN=trace.dataset

« Set up tracing parameters
E.g., SYS1.PARMLIB(CTAESPRM):
TRACEOPTS ON WTR(AESWRT)

Copyright © 2011 Applied Expert Systems, Inc. S HARE
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z/OS CTRACE: SYSTCPDA - Packet Trace T

« To Start Tracing:

TRACE CT,WTRSTART=AESWRT

V TCPIP,tcpip,PKT,CLEAR

V TCPIP,tcpip,PKT,LINKN=<link>,ON,FULL,PROT=TCP, IP=<ip addr>
TRACE CT,ON,COMP=SYSTCPDA,SUB=(TCPIP) ,PARM=CTAESPRM

e To Stop Tracing:
V TCPIP,tcpip,PKT,OFF
TRACE CT,OFF,COMP=SYSTCPDA,SUB=(TCPIP)
TRACE CT,WTRSTOP=AESWRT,FLUSH

* To View Tracing Status:
D TRACE,WTR=AESWRT

Verify that the external writer is active

D TCPIP,tcpip,NETSTAT,DE
Verify that TrRecCnt is non-zero and incrementing

Copyright © 2011 Applied Expert Systems, Inc. s HARE
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z/0OS CTRACE: SYSTCPDA Parameters e

—System Parameters
TCPRIAP Proc ITCF‘IF‘ (TCPRIP Proc Name)
Writer Proc IAESWRT External Writer Proc Mame
Parm Member : IETAESF‘RH (Trace Options Parmlib Member)
—Trace Parameters
Trace Mode : % Link " Interface
Link / INTF : I‘ (Link [ Interface Mame, * for all)
Packet Length : IFU LL (1 - 66535, FULL for entire packet)
Protocol : |t (TCP, UDP, ICMP, ICMPWE, 0-2585, *faor all)}
IP Address : |* (SourcefDestination IP Address, *for all)
SubnetMask/Prefix :|255,255,255,255 (IPV4 subnet/mask or IPVE prefix length)
Source Port I* (Source Port, * for all)
Destination Port : |t (Destination Port, *for all)
Packet Port : |* (1-65835, * for any source/destination port)
Discard : INDNE (ALL, MOME, * or Discard Code: 4088 - 20479)
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7z/0S CTRACE: SYSTCPDA =3

SHARE

Starting a Trace

Packet Trace Command Display

TRACE CT ,WTRSTART=AESWRT

ITTG38I ALL OF THE TRANMSACTIONS REQUESTED YIA THE TRACE CT COMMAND WERE

FULLY EXECUTED.

IEEB39I ST=(0ON,Q0001M,00001M) AS=0H BER=0FF EX=0H MO=0OFF MT=(0ON,064K)
IZSSUE DISPLAY TRACE CHMD FOR SY¥STEM AND COMPOMNMENT TRACE STATUS
ISSUE DISPLAY TRACE,.TT CHMD FOR TRANMSACTION TRACE STATUS

ITT119I INITIALIZATION OF CTRACE WRITER AESWRT COMPLETE.

¥ TCPIP,TCPIP ., PKT ., CLEAR
EZZ00601 PROCESSING COMMAWND: VYARY TCPIP,.TCPIP.PEKT,CLEAR
EZZ00531 COMMAND YARY PKTTRACE COMPLETED SUCCESSFULLY

¥ TCPIP,TCPIP,PKT,LINKN=%,0N,FULL ,PROT=%,IP=%,SUBN=255.255,255.255,SRCP=%,DEST=
*x

EZZ0060]1 PROCESSIHG COMMAND: YARY TCPIP,.TCPIP,.PET,LINKH=%_,0H,FULL ,PROT=%_,IP=%,5
UBN=255.255.255.255 ,5RCP=% ,DEST=%
EZZ00531 COMMAND YARY PKTTRACE COMPLETED SUCCESSFULLY

TRACE CT,ON,COMP=SYSTCPDA,SUB=(TCPIP) ,PARM=CTAESPRM
ITTO381 ALL OF THE TRANSACTIONS REQUESTED VIA THE TRACE CT COMMAND WERE SUCCESS
FULLY EXECUTED.
IEES391 ST=(0OMN,0001M,00001M) AS=0ON BR=0OFF EX=0N MO=0OFF MT=(ON,064K)
ISSUE DISPLAY TRACE CMD FOR SYSTEM AND COMPONENT TRACE STATUS
ISSUE DISPLAY TRACE,TT CMD FOR TRANSACTION TRACE STATUS

Copyright © 2011 Applied Expert Systems, Inc. s HARE

2011



z/OS CTRACE: SYSTCPDA
Checking Trace Status

Packet Trace Command Display
COMMAND ===3» __ h Scroll

D TRACE ,WTR=AESWRT
IEES431 00.27.10 TRACE DISPLAY 789
SYSTEM 3TATUS INFORMATION
ST=(ON,Q0001M,00001K) AS=0N BER=0FF EX=0HM MO=0FF HMT=(0ON,064K)
WRITER STATUS COMPONENT SUBHNAME

D TCPIP,TCPIP HETSTAT ,DE
EZDE1091I HMETSTAT C5 ¥1R11 TCPIFP 791
DEYHAME: LOOPBACK DEYTYPE: LOOPBACK
DEYSTATUS: READY
LMKNAME: LOOPBACK LMNKTYFE: LOOPBACK LHKSTATUS: READY
ACTHMTUL: 65535
ROUTING PARAMETERS:
MTU SIZE: HA7A METRIC: 00O
DESTADDR: ©.0Q0.0.0 SUBHNETHMASK: ©.0.0.0
PACKET TRACE SETTIHNG:
PROTOCOL @ * TRRECCHT: 09000033 PCEKLEMGTH: FULL
DISCARD: HMOMNE
SRCPORT : * DESTPORT : * PORTHUM: *
IPADDR : * SUBHNHET : *
MULTICAST SPECIFIC:
MULTICAST CAPABILITY:: HNO
LIMK STATISTICS:
BYTESIHN
INBOUND PARACKETS
INBOUND PACKETS IM ERROR
INBOUND PACKETS DISCARDED
INBOUND PACKETS WITH HO PROTOCOL
BEY TESOUT
OUTBOUND PACKETS
OUTBOUND PACKETS IM ERROR
OUTBOUND PACKETS DISCARDED
INTFHAME: LOOPBRACKG INTFTYFE :
ACTMTU: 65535
PACKET TRACE SETTIHNG:
PROTOCOL @ * TRRECCHT: 90000000 PCKLENGTH: FULL
DISCARD: HOME

=

o

2

o

4620

=

2

o
OOPBACKG INTFSTATUS: READY

Fuonuwunnmnninn
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z/OS CTRACE: SYSTCPDA =
Stopping a Trace TRARS

Packet Trace Command Display

¥ TCPIP,.TCPIP _ PKT,OFF
EZZ00601 PROCESSING COMMAWND: YARY TCPIP,TCPIP,PKT,OFF
EZZ00531 COMMAND YARY PETTRACE COMPLETED SUCCESSFULLY

TRACE CT,OFF ,COMP=S%¥STCPDA _ ,SUB=(TCPIP)

ITTe3ISI ALL OF THE TRANSACTIONS REQUESTED ¥Y¥IA THE TRACE CT COMMAWND WERE SUCCEISS)
FULLY EXECUTED.

IEEG39I ST=(0H,0001H, 00001M) AS=0H BR=0FF EX=0H MO=0FF MT=(0NH,064K)

ISSUE DISPLAY TRACE CHMD FOR SY¥S5STEM AND COMPONENT TRACE STATUS
ISSUE DISPLAY TRACE,TT CHMD FOR TRAMNSACTION TRACE STATUS

TRACE CT ,WTRSTOP=AESWRT ,FLUSH

ITTe3ISI ALL OF THE TRANMSACTIONWS REQUESTED ¥YIA THE TRACE CT COMMAWND WERE SUCCESS
FULLY EXECUTED.

IEEG39I ST=(0H,0001H, 00001M) AS=0H BR=0FF EX=0H MO=0FF MT=(0NH,064K)
ISSUE DISPLAY TRACE CHMD FOR SYSTEM ANMD COMPOMENT TRACE STATUS
ISSUE DISPLAY TRACE,TT CHD FOR TRANSACTION TRACE STATUS

ITT111I CTRACE WRITER AESWRT TERMIMATED BECAUSE OF A WTRSTOP REQUEST.

Copyright © 2011 Applied Expert Systems, Inc. s HARE
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z/OS CTRACE: SYSTCPOT — OSAENTA Trace SHARS
. OSA Express Network Traffic Analyzer (OSAENTA)

Trace data is collected (by the device drivers of OSA) as frames enter or leave an
OSA adapter for a connected host

« The host can be an LPAR with z/OS, z/VM or Linux

* ARP packets, MAC headers (W/VLAN tags)

» The trace function is controlled by z/OS Communication Server, while the data is
collected in the OSA at the network port

Pre-Regs:
» Required the microcode for the OSA (2094DEVICE PSP and the 2096DEVICE
PSP).
« Update the OSA using the Hardware Management Console (HMC) to:
Define more data devices to systems that will use the trace function.
Set the security for the OSA:
LOGICAL PARTITION - Only packets from the LPAR
CHPID - All packets using this CHPID

» Verify the TRLE definitions for the OSA that it has one DATAPATH address
available for tracing. Note that two DATAPATH addresses are required — one for
data transfers and the other for trace data.

Copyright © 2011 Applied Expert Systems, Inc. SHARE
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TRLE Definition and D NET,TRL, TRLE=

OSATRLZ2 VBUILD TYPE=TRL
OSATRL2E TRLE LNCTL=MPC,READ=(0404) ,WRITE=(0405) ,DATAPATH=(0406,0407), X
PORTNAME=DR281920, X

MPCLEVEL=QDIO

RL . TRLE=OSATRWZE

DISPLHY ACCEPTED

MAME = OSATRLZE, TYPE = TRLE 988
TRL MAJOR HODE = O5ATRLZ

S5TATUS= ACTIY, DESIRED STATE= ACTIY

TYPE = LEASED CONTROL = MPC , HFDT = ¥YES
MPCLEYEL = QDIO HPCUSHGE = SHARE
PORTHAME = DRZS81920 LIMKHUM = o
CHFID TYPE = 05D CHRFID = 3B
HEADER SIZE = 4096 DATA SIZE = @ STORAGE = *X¥X¥MAX¥EX
WRITE DEY = 094053 STATUS = ACTIYE STATE = OHMLIHNE
HEARDER SIZE = 4092 DATA SIZE = @ STORAGE = XkkMAXxkXk

0404 STATUWS = ACTIYE = OHMLIHNE

-
s
=~
-

tn

05A CODE LEYEL

-
I
L

0406 STATUWUS = ACTIYE
I-0 TRACE OFF TRACE LENMGTH =
ULFPID = TCPIF
ACCELERATED ROUTING DISABLED
QUEUE QUEUE READ
STORAGE

b bk bl b bl Bl bl

PRIMARY 4.0M(64 SBALS)
HUMBER OF DISCARDED INBOUND READ BUFFERS = ©
PRIORITY1: UNCONGESTED PRIORITY2: UNCONGESTED
PRIORITY3: UNCONGESTED PRIORITY4: UNCONGESTED
DEYICEID PARAMETER FOR OSAENTA TRHCE CGHHHND = QO-91-00-02
UNITS OF NORK FOR HCEB HT HDDRESS ®e 153Eﬂ@19
P1 CURRENT AYERAGE MAX IMUM
PZ CURRENT AYERAGE MAX IMUM

=]
37
1577
1221
1577
1221
9241
1221
1724
1717
2310
2331
2332
2205
2333
2305
1757
1757
2190
15091
185092
1

u)
@
P
==

P3 CURRENT
CURRENT

TRACE DEY
I1-0 TRACE

S
S
s
ST
5T
ST
ST
5T
ST
ST
ST
ST
ST
ST
ST
5T
ST
ST
5T
ST
ST
ST
ST
5T
ST
ST
5T
ST
ST

AYERAGE
AYERAGE

2407 STATUS

MAX IMUM
MAX IMUM

RESET

TRACE LENGTH

Copyright © 2011 Applied Expert Systems, Inc.
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z/OS CTRACE: OSAENTA Parameters Cn AR

Techaglogy « Corneclions « Results

—3ystem Parameters

TCRIP Proc : ITCF'IF' (TCP/IP Proc Mame)

Writer Proc : IAESWRT |} External Writer Proc Mame

Parm Member : IETAESF‘RM (Trace Options Parmlib Member)
0354 Port Name : IDF!EEWEI} (Port namefor tracing)

—Trace Parameters

Data Length X IFL.ILL (B4 - 65472, FULL for entire packet)
Trace Amount . ||] (1-21474335847 MEB, 0 = Max value)
Mo. of Frames I'] (100 - 2147483847 frames, 0 = Max valug)
Trace Duration |1 (1 - 100580 minutes, 0 = Max value)
Discard : INDHE (ALL, NOME, EXCEPTION, or discard code: 1 - 4087)
Device ID : It [8-hex digits O34 Device ID, * far all)
Protocol : It (TCP, UDP, ICMP, ICMPVS, O - 255 *for all)
IP Address : It (* forall)
Maszk Bits/Prefix : |32 [IPW4 mask bits ar IPVE prefix length)
Port number It (1 - 66R35, *far all)
Ethernet Type It (IPV4, IPVE, ARP, SMA 0800 - FFFF, *for all)
Mac Address It [12-hex digits MAC address, *far all)
VLAMN 1D It (0 - 4004 ALL for VLAM tag, * for all)
Copyright © 2011 Applied Expert Systems, Inc. SHARE
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z/OS CTRACE: OSAENTA SRARE

e To Start Tracing:
TRACE CT,WTRSTART=AESWRT
V TCPIP,tcpip,0SAENTA,PORTNAME=<port>,CLEAR
V TCPIP,tcpip,0SAENTA,PORTNAME=<port>,0N,NOFILTER=ALL
TRACE CT,ON,COMP=SYSTCPOT,SUB=(TCPIP),PARM=CTAESPRM

e To Stop Tracing:
V TCPIP,,0SAENTA, PORTNAME=<port>,OFF

TRACE CT,OFF,COMP=SYSTCPOT ,SUB=(TCPIP)
TRACE CT,WTRSTOP=AESWRT , FLUSH

* To View Tracing Status:
D TRACE,WTR=AESWRT to verify that the external writer is active
D TCPIP,tcpip,NETSTAT,DE to check status

12 Copyright © 2011 Applied Expert Systems, Inc. s HARE
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z/OS CTRACE: OSAENTA -

« To View Tracing Status (continued):
D TCPIP,tcpip,NETSTAT,DE
OSA-EXPRESS NETWORK TRAFFIC ANALYZER INFORMATION:

OSA PORTNAME: DR281920 OSA DEVSTATUS: READY
OSA INTENAME: EZANTADR281920 OSA INTFSTATUS: READY
OSA SPEED: 1000 OSA AUTHORIZATION: LOGICAL PARTITION
OSAENTA CUMULATIVE TRACE STATISTICS:
DATAMEGS: 1 FRAMES: 3625
DATABYTES: 1641283 FRAMESDISCARDED: O
FRAMESLOST: O
OSAENTA ACTIVE TRACE STATISTICS: )Z//
DATAMEGS: 0 FRAMES: 23
DATABYTES: 6148 FRAMESDISCARDED: O
FRAMESLOST: O TIMEACTIVE: 2
OSAENTA TRACE SETTINGS: STATUS: ON
DATAMEGSLIMIT: 2147483647 FRAMESLIMIT: 2147483647
ABBREV: 480 TIMELIMIT: 10080
DISCARD: NONE
OSAENTA TRACE FILTERS: NOFILTER: ALL
DEVICEID: *
MAC: *
VLANID: *
ETHTYPE: *
IPADDR: *
PROTOCOL: *
PORTNUM:  *

13 Copyright © 2011 Applied Expert Systems, Inc. s HARE
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z/OS CTRACE: OSAENTA ABBREV Parm = =

« Specify FULL or ABBREV={length | 224 } for the amount of
data to be traced.

 ABBREYV allows a value up to 64K, why the maximum
value is reset to 4807

* “An OSA might limit the amount of data that is actually
traced.”
« To conserve the OSA trace buffer space

 ABBREV value is rounded up to the next 32-byte multiple
with a maximum of 480

 To circumvent this limitation, start Packet Trace at the
same time.

Copyright © 2011 Applied Expert Systems, Inc. S HARE
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Linux, Unix and AIX: tcpdump s

« Requires root authority; use the “su” command first
Output is formatted trace (default) or written to a pcap file

o tcpdump —w Xyz.pcap

o tcpdump —V (sample output from SLES 11 on System 74)

Copyright © 2011 Applied Expert Systems, Inc. s HARE
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Know Your Protocols and -
Applications - TCP

e TCP Functions

16

Connection Oriented — Establish/Manage/Terminate Connections

Full Duplex — Inbound and Outbound

Byte Stream — Data transmitted is viewed as a continuous stream of bytes
Handling and Packaging Data

Transferring Data

Providing Reliability — All data is sequenced and lost packets are detected
and retransmitted

Flow Control and Congestion Avoidance — TCP Window

Copyright © 2011 Applied Expert Systems, Inc. s HARE

2011
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Hardware ¢
Metwork
adapter
Source: http://luw713doc.sco.com/en/NET _tcpip/tcpN.tcpip_stack.html
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Encapsulation of Application Data within a N
Network Stack

S ". A_I! E
Transport Application data
layer
TCP/UDP
Data
header
TCP segment or UDP packet
TCRAUDP
Data link IP datagram
layer
Frame P TCRAIDP Frame
Data
header | header header trailer
Fh'fsir:al Network frame
network
Source: http://luw713doc.sco.com/en/NET _tcpip/tcpN.tcpip_stack.html
18 Copyright © 2011 Applied Expert Systems, Inc. SHARE
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IP Header Format N

Byte -
Off
Smallllll1llllllllellllllllslllllll . SHARE
0 Version IH::B‘::;?ET T}’pﬂ ol Service [TDS} Total Length Teshnalogy - Goeseslions - Resulls
4 Identification IP Flags Fragment Offset
¥ DM
20
8 Time To Live (TTL) Protocol Header Checksum Bytes
IHL
12 Source Address (Internet
Header
Length)
16 Destination Address v
20 IP Option (variable length, optional, not common)

1 2 3
Bt Y 1 234567'89 ,12345%789,123'4567829 4 1
| Nibble —#}— Byte —#}— word

Version Protocol Fragment Offset IP Flags
T
Version of IP Protocol. 4 and IP Protocol ID. Including (but  Fragment offset from start of
6 are valid. This diagram not limited to): IP datagram. Measured in 8
represents version 4 1ICMP 17 UDP 57 SKIP byte (2 words, 64 bits) % OxB0 reserved (evil bit)
structure only. 2IGMP 47 GRE BB EIGRP  jherements. If IP datagram is D 0x40 Do Not Fragment
g E:P g? Eﬁp 1?3 &STF;,F fragmented, fragment size M 0x20 More Fragments
Header Length (Total Length) must be a follow
T ———— multiple of 8 bytes. =FC 791
Number of 32-bit words in Total Length ———————
TCP header, minimum value —————————— Header Checksum Please refer to RFC 791 for
of 5. Multiply by 4 to getbyte  Total length of IP datagram, vy complete Internet
count. or IP fragment if fragmented. Checksum of entire IP Protocol 1:":} Speciiicatian
Measured in Bytes. header '

Source: http://nmap.org/book/images/hdr/MJIB-IP-Header-800x576.png

19 Copyright © 2011 Applied Expert Systems, Inc. SHARE
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TCP Header Format N

Byte
Oifset I"“II | | | I. | | 1 l 1 1 1 1 l 1 1 1 l2 1 1 1 l. 1 1 1 13 | | | I. | | 1 Tsﬂnoz-cgnliogmﬁ
0 Source Port Destination Port t 4
4 Sequence Number
20
8 Acknowledgment Number Bytles
Offset
12 Offset Reserved CE J G: FLagsH s F Window
16 Checksum Urgent Pointer v
20 TCP Options (variable length, optional) v
Bit 0 1 2 3 4 56 7'8 9 5123 45% 7889 4512234567889 451
| niibbie —— Byte —— word »|
TCP Flags Congestion Notification TCP Options Offset
T TR T
1 CEUAPRSTEF l ECN (Explicit Congestion 0 End of Options List Number of 32-bit words in
Notification). See RFC 1 No Operation (NOP, Pad) TCP header, minimum value
Congestion Window 3168 for full details, valid 2 Maximum segment size of 5. Multiply by 4 to get
C 0x80 Reduced (CWR) states below. 3 Window Scale byte count.
E 0x40 ECN Echo (ECE) T — 4 Selective ACK ok
U 0x20 Urgent sn o0 11 8 Timestamp RFC 793
A 0x10 Ack e o ———
P 0x08 Push Checksum Please refer to RFC 793 for
R 0x04 Reset x Congastion 0 ; gg T the complete Transmission
S 0x02 Syn Congestion 1 Checksum of entire TCP Control Protocol (TCP)
F 0x01 Fin Congestion 11 00 segment and pseudo Specification.
Feosiver Feepomee 1 : ° header (parts of IP header)
Source http://nmap.org/book/images/hdr/MIB-TCP-Header-800x564.png
20 Copyright © 2011 Applied Expert Systems, Inc. SHARE
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UDP Header Format

UDP Header

AR TE8 Dutlines ha LDP Proloco

Source http:/lwww.troyjessup.com/headers/UDP_Header.png

21 Copyright © 2011 Applied Expert Systems, Inc. SHARE
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ICMP Header Format
ICMP Header

AFC 782 Outines e ICAVP Protoco

ICMP Data

W abvie Lenpil Depecis o= ICNT Tise Cooe

I 13 Timestamp Raguest
Hﬂ”.n_

0 Echo Reply | 4 Sowurce Duench | J‘Iﬂ Routér Sallcitation |
ICMP T

3 Destination Unreachable 11 Tirme to Live Exceedad

Mok Linreachalta

Pt Linredchabla

Protoco! Unreachable

Pt Linesachabila

Fragment Necassany

Sowrce Route Fales
Diestinames Metwors L
DassRinamen Hiost Lnknown
il it

Destiniaisn Mebwork Probesited
Deestinason Fost Prohibied

11 Network Unmachabio for TOS
12 Host Unreachable for TOS

13 Communication Prohibied

| o & LR R W RE o B

o .

Source http:/lwww.troyjessup.com/headers/ICMP_Header.png

22

Fofednc T Brwnr
Pt for Hoat

Redirect for TOS amd Network
Fianirnect fior TOS anl Hest

a
1
2
3

B Echo Request

B Aouter Advertisemant |

Copyright © 2011 Applied Expert Systems, Inc.

0 TTL Excesdad = Transit
1 TTL Excaadan o Masasombly

I 17 Address Mask Rleguest

I 18 Address Mask Reply

AR CAFERTY O RESPOMSE

0 Pomtar Problem

1 Aaguinad Ordion Missing

ICHEF ERACIA MESTAGE

CMP Protocol Header Format
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TCP Flags Explained = -

« URG — Urgent — Segment contains urgent data; process it
Immediately

 ACK — Segment contains an acknowledgment. Every
segment should have ACK except for SYN or RST
segments.

 PSH — Push — Send the data (flush TCP buffer)
Immediately

e RST — Reset — Abnormal Session Disconnection
 SYN — Synchronize Seq. Num. — Establish a connection
 FIN — Finish — Terminate the connection

Copyright © 2011 Applied Expert Systems, Inc. S HARE
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Sliding Window Acknowledgement = ——

* Advertised Window Size - This field contains the amount
of data that may be transmitted into the receive buffer.

« Sequence Number — Identifies the first byte of data in this
segment.

 Acknowledgment Number — Identifies the next byte of

data that a recipient is expecting to receive. It acts as an
implicit, cumulative acknowledgment — all data up to (but
not including) this number has been received.

With this information, a sliding-window protocol is
Implemented.

Copyright © 2011 Applied Expert Systems, Inc. S HARE
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Sliding Window Acknowledgement = ——

e Transmit categories
1. Bytes Sent And Acknowledged
2. Bytes Sent But Not Yet Acknowledged
3. Bytes Not Yet Sent For Which Recipient Is Ready

4. Bytes Not Yet Sent For Which Recipient Is Not Ready

* Recelve categories

1. Bytes Received And Acknowledged. This is the receiver's complement
to Transmit Categories #1 and #2.

2. Bytes Not Yet Received For Which Recipient Is Ready. This is the
receiver’'s complement to Transmit Category #3.

3. Bytes Not Yet Received For Which Recipient Is Not Ready. This is the
receiver’'s complement to Transmit Category #4.

25 Copyright © 2011 Applied Expert Systems, Inc. s HARE
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Sliding Window Acknowledgement

Receiver Sender
Bytes 1-10
Received &
Acknowledged
’
Bytes 11-20
Received & Bytes 21-30
Acknowledged sent and not
— acknowledged
10 Available Bytes Bytes 31-40
sent and not
Acknowledged
Bytes 31-40
Received & Not
Receive __| Acknowledged Usable Bytes 41-500
i . ytes 41-
Window Window Not yet sent
60 bytes == ™ 50 bytes
40 Available Bytes
S—

Copyright © 2011 Applied Expert Systems, Inc.
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Sliding Window Acknowledgement

Receiver

Bytes 1-30
Received &
Acknowledged

AcK BV‘V
/

Sender

Bytes 51-500
Not yet sent

TCPis a cumulative
acknowledgement
system.

Copyright © 2011 Applied Expert Systems, Inc.
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TCP Sequence of Events

« Establishing a connection
e Data transfer
* Termination

Copyright © 2011 Applied Expert Systems, Inc.
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TCP - Establishing a Connection
The 3 Way Handshake

Socket
Connect

Let’'s Talk
SYN-SENT

Thanks!
ESTABLISHED

29

Client

Server

SYN
Seq Num = 3557
ACK Num =0

ACK/SYN
ACK Num = 3558

Seq Num =91248

ACK
ACK Num = 91249

\\-

Copyright © 2011 Applied Expert Systems, Inc.
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Socket
Bind
Listen
LISTEN

OK, Let’s Talk
SYN-RCVD

Accept
Conversation
Established
ESTABLISHED

SHARE
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TCP - Establishing a Connection s
The 3 Way Handshake i

SHARE

CleverView® for clrace Analysis

File Help
BE&S&0nF«= 0% 3 [{BE %

2 Traffic Errars o5 ° % application Ervors @ INIT Packets @ TERM Packets

Traces ‘ Guery Builder  Packet Summary | Sequence of Execution I Response Time Summary

[ Packet Summary —

D Timestarmp DARGIaM | Locel P Remt. IP ocol | Messages LocalPort Rt Port | >=% i N
186 1915142502 EST | 52 1377243437 |137.72.43.207 TGP |s¥N 18737 | fip contral |372007522 |0 65535 A
187 1915142507 EST | 48 [137.7243.207  |137.7243.137 TCP_ |acksyn /. fipcortrol | 18737 | 305077768

188 1915142549 EST | 40 1377243937 |137.72.43.207 ACK_” 18737 | fip control | 372007523 E4240
191 1915143793 EST | 114 1377243207 |137.7243.037 TCP_ [ACKPSH : fip reply code 220 ftp cortrol | 18737 32768
193 19:1514:5628 EST | 40 1377243137 |137.72.43.207 TGP |AcK 18737 | fip control B4221
194 1915145633 E5T | 74 1377243207 |137.7243.037 TCP__ |ACKPSH : fip reply code 220 ftp cortrol | 18737 32768
195 1915147659 EST | 40 [137.7243.137 _ |137.7243.207 TCP_ |AcK 18737__| fip contral B4213
198 1915160547 EST | 54 1377243037 |137.72.43.207 TCP__ |ACKPSH : fip command USER 18737 | fip contral | 3720 E4213
199 1915160661 EST | 67 1377243207 |137.7243.037 TCP_ |ACKPSH : ftp reply code 331 fipcortrol | 18737 |305077877 |372007537 |32754
200 1915161717 EST | 40 |137.72.43.137 _ |137.72.43.207 TCP | AcK 18737 | fip control | 372007537 | 305077904 | 64206
=03 1915165535 E5T | 52 [137.72.43.3 T37 72453207 TCP__[5vH 1909 | fip control | 751450806 |0 E5535
204 1915165540EST | 48 1377243207 |137.72433 TCP_ |ACKSYN fpcortrol | 1909 |305141270 |751490807 | 52765
205 1915165560 EST | 40 [137.72.433 137 72.43.207 TGP |Ack 1909 | fip control |751490807 | 305141271 | 64240
206 1915166689 EST | 114 1377243207 |137.72433 TCP_ |ACKPSH : fip reply code 220 fpcortrol | 1909 |305141271 |T51490807 | 32765
207 19:1516:8751 EST | 40 [137.72.433 137 .72.43.207 TCP_|AcK fig control_| 751400807 | 305141345 | 54221
208 1915168756 EST | 74 1377243207 |137.72.433 TCP_ |ACKPSH : fip reply cod | | 1808|308 751490807 | 32768
209 1915168792 EST | 53 [137.72433 137 .72.43.207 TCP__ |ACKPSH : ftp command fip contypb{ 751490507 | 305TGTY 64213
211 1915171082 EST | 40 [137.7243.207 _ |137.72.43.3 TCP__ |ACKPSH 1908 [30s141378 |7s149080 |32755
212 1915172778 EST | 67 1377243207 |137.72433 TCP |ACKPSH : fip reply codl ol fos  |3051413798 |7s1490820 || 32755
213 19:1517:2801 EST | 52 [137.72.433 137 .72.43.207 TCP___ |ACKPSH : fip command PASS 1909 | fip fontrol |751490820 | 305141406 )|64206
216 1915175166 EST | 40 [137.7243.207  |137.72.433 TCP_ |ACKPSH fpcortrol | 19Q@  |305141406 |751490637 |32756
27 1915177234 EST | 99 1377243207 |137.72433 TCP__ |ACKPSH : fip reply code 230 fip cortrol | 1909305141406 |751498f52 |s52756
218 1915177262 EST | 45 [137.72.433 137 72.43.207 TCP__ |ACKPSH : fip command SYST 1908 | fip control | 75T 900msz [ 905141465 | 64191
218 1915177288 EST | 120 1377243207 |137.72433 TCP_ |ACKPSH : ftp reply code 215 fpcortrol | 1909 |305141465 |751490838 |32762
220 1915177315657 | 45 [137.72.433 137 .72.43.207 TCP___|ACKPSH : fip command QUIT 1909 | fip control |751400838 | 305141545 64171
221 1915177337 EST | 77 1377243207 |137.72.433 TCP |ACKPSH : fip reply code 221 fipcortrol | 1909 |305141545 |751490644 | 32762
223 1915177375 EST | 40 |137.72.433 137 72.43.207 TGP |Ack 1909 | fip control |751490544 | 305141583 |64162
225 19:1517:7390EST | 40 |137.72.43.207  |137.72.433 TCP__ |ACKPSH fpcontrol | 1909 |305141583 |751490845 | 327D
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—Packet Details

IPacket ID - B85
Time - B/4,2011 17:-45:43:0557 C5T
CTE Format ID : IBvd,/c Packet Trace (PTHIAFkt) (4)

FTHDR T Header

Device Type : MBC IP AQEMNET Link
Link Hame - O5DL

Flags : IP packet was sent

IF Packet Length : &0 bytes

IPF Source: 17Z2.23_.12Z_.182 IP Bemote: 172.Z2%_.1Z22.18¢
Source Port : 2711 Bemote Port : 1034

TCE ARddress : O0xTBBZZO

LSTD : Ox54

Trace Count : 51281450

IPF Version 4
Source : ITZ.E5. 122182 Eemote : 1TZ.29.122.18¢
Protocol : TCP

Datagr gth - &0
z Fragment O0ffset - 0

/
TCP Header Info

Source Port : 2711 Bemote Port : 1034
Seqg. Humber : 1308430777 ek, Number - 0O
Window - &5535 Flags : 5¥M

Maximm segment size: 1480 bytes

HNOFE

Window scale: 5 (multiply by 32)
NOE
o]
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Seq. of Execution

Local IP:| 17229122182 Remote IF) 17229122 186

TCP - Data Transfer (MSS = 1460) ; Slow Start

Protocol| TCP

Sessions Count: 2

iy Timestamp (hi'arﬁfn:?rgﬁ} Da;?f;am Messages Local Port | Direction | Rmt Port Nsuargﬁer I‘:Jcnl'{lher :;;';duw
89 17:49:43:0957 CST|  00:00:00:0000 &0 SN 2711 —= 1034 | 1806430777 [0 65535
90 17:49:43:0958 CST|  00:00:00:0001 &0 ACK 57N 271 — 1034 | 202751130 | 1906430778 | 65535
91 17.49:43:09558 CST|  00:00:00:0001 52 ACK 271 —= 1034 | 1906430778 | 202751140 |8182
85 17.49:43:2455 CST|  00:00:00:1496 1500  |ACK 271 —= 1034 | 1906430778 | 202751140 |8182
56 17.49:43:2455 CST|  00:00:00:0000 1500  |ACK 271 —= 1034 | 1906432225 | 202751140 |8182
57 17.49:43:2455 CST|  00:00:00:0000 1500 | ACK PSH 271 —= 1034 | 1906433674 | 202751140 |8182
58 17.49:43:2457 CST|  00:00:00:0002 52 ACK 271 - 1034 | 202751140 | 1906435122 | 8192
g9 17.49:43:2457 CST|  00:00:00:0000 1500  |ACK 271 —= 1034 | 1906435122 | 202751140 |8182
100 17.49:43:2457 CST|  00:00:00:0000 1500  |ACK 271 —= 1034 | 1906438570 | 202751140 | 8182
101 17.49:43:2457 CST|  00:00:00:0000 1500  [ACK 271 —= 1034 | 1906438018 | 202751140 |8192
102 17.49:43:2457 CST|  00:00:00:0000 1500 | ACKPSH 271 — 1034 | 19064309465 | 202751140 | 8192
103 17.49:43:2450 CST|  00:00:00:0003 52 ALK 2711 o 1034 | 202751140 | 1906440914 | 8192
104 17:49:43:2450 CST|  00:00:00:0000 1500  |ACK 271 —= 1034 | 1906440914 | 202751140 |8182
105 17:49:43:2450 CST|  00:00:00:0000 1500  |ACK 271 —= 1034 | 1906442362 | 202751140 |8182
106 17.49:43:2450 CST|  00:00:00:0000 1500  |ACK 271 —= 1034 | 1906443810 | 202751140 |8182
107 17.49:43:2450 CST|  00:00:00:0000 1500  |ACK 271 —= 1034 | 1906445258 | 202751140 |8182
108 17.49:43:2450 CST|  00:00:00:0000 1500 | ACK PSH 271 —= 1034 | 1906446706 | 202751140 |8182
109 17.49:43:2452 CST|  00:00:00:0002 52 ACK 271 - 1034 | 202751140 | 1906448154 | 8192
10 17.49:43:2452 CST|  00:00:00:0000 1500  |ACK 271 —= 1034 | 1906448154 | 202751140 |8182
111 17.49:43:2462 CST|  00:00:00:0000 1500  [ACK 271 —= 1034 | 1906448602 | 202751140 | 8192
12 17.49:43:2462 CST|  00:00:00:0000 1500  |ACK 271 — 1034 | 1906451050 | 202751140 |8192
13 17.49:43:2452 CST|  00:00:00:0000 1500 |ACK 2711 — 1034 | 1906452498 | 202751140 |8192
114 17:49:43:2452 CST|  00:00:00:0000 1500  |ACK 271 —= 1034 | 1906453045 | 202751140 | 8182
15 17:49:43:2452 CST|  00:00:00:0000 1500 | ACK PSH 271 —= 1034 | 1906455384 | 202751140 |8182
116 17.49:43:2454 CST|  00:00:00:0002 52 ACK 271 - 1034 | 202751140 | 1906456842 | 8192
17 17.49:43:2454 CST|  00:00:00:0000 1500  |ACK 271 —= 1034 | 1906456842 | 202751140 |8182
18 17.49:43:2454 CST|  00:00:00:0000 1500  |ACK 271 —= 1034 | 1906458290 | 202751140 |8182
19 17.49:43:2454 CST|  00:00:00:0000 1500  |ACK 271 —= 1034 | 1906455738 | 202751140 |8182
120 17:49:43:2454 CST|  00:00:00:0000 1500  |ACK 271 —= 1034 | 1906461186 | 202751140 | 8182
121 17.49:43:2454 CST|  00:00:00:0000 1500  [ACK 271 —= 1034 | 1906462634 | 202751140 | 8192
122 17.49:43:2454 CST|  00:00:00:0000 1500  |ACK 271 — 1034 | 1906464082 | 202751140 | 8192
123 17:49:43:2454 CST|  00:00:00:0000 1500 | ACK PSH 271 — 1034 | 1906485530 | 202751140 | 8192
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. . . SHARE
TCP - Connection Termination
Client Server
FIN
I’'m done! /L -
FIN-WAIT1 - OK!
Ok! < CLOSE-WAIT
FIN-WAIT2
ACK —> Hey,
Wait Application,
We're Shutting
, | 7 FIN down!
You’'re done! ? < LAST-ACK
OK! >
ACK OK, Goodbye
TIME-WAIT CLOSED
Connection w Connection
Closed | C|Osed
33 Copyright © 2011 Applied Expert Systems, Inc. SHARE :
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TCP - Connection Termination

r“,

B
SHARE
Techaglogy « Corneclions « Results
Traces l Query Builder  Packet Summary l Sequence of Execution l Rezponze Time Summary l ‘
Packet Summary
. Datagram Seq. Ak, Window ~
[n] Timestamp Size Local IP Rt [P Frotocol | Messages Local Port Firnt. Pott Number Mumber Size
439 1315387282 GMT| 1500 |137.7243207 1377243117 TCP |ack ftp dlata 410 |3598451056 | 1803247842 | 32768
440 1315387283 6MT| 52 [137.7243117 [1377243.207 ToP [AcK 4410 ftpdata [1803247542 3505482504 [59743
441 13:153a7283 GMT| 1500 [137.7243207  [137.7243.417 ToP [ack i dlatta 410 |3598452504 15803247542 [ 32768
442 1815397283 GMT| 1500 [137.7243207  [137.7243.4117 ToP [ack i dlata 410 |359ad53952 1603247642 [ 32766
443 1g153e72EIGMT| 52 [1arT243mT [13TT243.207 TCP [Ack 4410 ftp data [ 1803297842 35896465400 [56847
444 1315387285 GMT| 1500 [137.7243207  [1377243.117 ToP [AcK ftp dlata 410 |3598485400 | 1803247842 | 32768
445 1315387286 GMT| 52 [137.7243117 [1377243.207 ToP [AcK 4410 ftpdata [1803247542 | 35095486545 [ 59159
446 18:15:387287 GMT| 1500 [137.7243207  [137.7243117 ToP [ack g dlatta 410 |3593486845 1503247542 [ 32768
447 18:15:397267 GMT| 1500 [137.7243207  [137.7243.117 ToP [ack i dlata 410 |359a458205 1603247642 [ 327686
448 1815387267 GMT| 52 [1arT243nT [13T7243.207 TCP [Ack 4410 ftp data [ 1803297842 3590409744 [56263
449 18915387288 GMT| 1500 [137.7243207  [137.7243117 ToP [AcK ftp data 410 |3595489744 | 1803247842 | 32768
450 1315387200 GMT| 1500 [137.7243207  [1377243.117 ToP [AcK ftp dlatta 410 |3598491192 1803247842 | 32768
451 13153a7200GMT| 52 [137T24307 (1377243207 TCP [AcK 4410 ftp data  [1803247542 | 3595492640 | 53367
452 18:15:38:7201 GMT| 1500 [137.7243207  [137.7243.117 ToP [ack i dlatta 410 |3598492640 [1503247542 [ 32768
453 18:15:387282 GMT| 1395 [137.7243.207  [137.7243.117 TCP [ACKPS i clata 4410 |359848408a 16803247542 [ 32768
454 1915387202 GMT| 52 [137.7243M17  [1377243.207 ToP [AcK 4410 ftp data | 1803247842 | 3598495432 [ 50575
455 1315387285 6MT| 52 [137r243m7 [1377243207 ToP [AcK 4410 fipdata  |1803247542 | 3595495432 [ 56951
1915387300 G6MT| 52 [137T24307 [1377243.207 TCP [ 4410 ftp data | 1303247542 | 3595495432
18:15:39:7450 GMT 137.7243017 [13rrzaszor | Ttep Jaok ) ] a4 fip data  |1803247542 | 3555495433 | 65535
460 1315387491 GMT| 52 |137.7243207  [137.7243.117 TCP |ACKPSH ftp dlata 410 |3595495433 1803247843 | 32768
451 1315387798 GMT| 40 [137.7243117  [137.7243.207 TCP [AcK 4408 | fip control |250971355 3595076766 |65233
462 13:153a736GMT| 78 [137T243207 [1377243417 TCP [ACKPSH : fip reply code 250 ftp contral 4408 |359807676s 250971858 [32754
464 1815390804 GMT| 40 [137.72430117  [1377243.207 ToP [ack 4408 | fip control |250971858 3598076604 65195
466 18154 ENTeMT| 46 [137724317 [1377243.207 TCP [AGKPSH : ftp command QUIT 4408 | fip control |250971858 3598076604 [65195
457 1315 B84 GMT| 77 [137.7243207  [1377243117 TCP [ACKPSH : fip reply code 221 ftp control 44908 |3595076804 250971864 |32762
469 [Eisansimoomt] 40 [1aTrzazzor 137243017 ACK PSH ttp cortrol 4408 |3598076842 [250071865 |327E2
471 18154185 GMT] 40 [137.T2430117 [1377243.207 TCP Ak 4408 | fip control |250971865 3508076642 65156 v
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Comparing Traces r=

Trace 1 Trace 2
CHOProgram Files'\AESYraceswtp_cli_1 _15 . mdk j Browwse | g |C:'I.F'n:|gram Files\AESYracesftp_srv_1_15.mdb j Browwse g
Search | Fun Cwery | Search | Fun Ciuery |

Packet Summany T ] Packet Summany T ]

i Drstagram . . Datagram o~
IC» Timestamp Size Local IP Fmt. — IC» Timestamp Sire Local IP R —
135 1758 40: 9044 ST 45 157 7243117 15377 115 17:51:19: 3035 GMT 45 1377245117 157 —
14 17:58:40: 9065 ST 44 137 7243207 137 .5 119 17:51:13: 3041 GMT 44 137 7243207 137
15 17:58:40: 9065 ST 40 1377243117 1375 120 17:51:13: 3053 GMT 40 1377243117 137
29 17584105354 ST 114 1537 .72.43.207 137 .57 1354 17:51:19: 4325 GMT 114 137 7243207 1357
30 17:58:41:1930 GMT 40 1377243117 137 .5 135 17:51:19:5979 GMT 40 13772435117 137
31 17:58:41: 2007 ST 74 137 7243207 1375 136 17:51:13: 5953 GMT T4 137 7243207 137
32 17:58:41: 3936 SMT 40 1377243117 137 .57 1357 17:51:19: 7930 GMT 40 13772453117 1357
35 1758 445920 ST =24 1377243117 137 .57 1355 17:51:22:9910 GMT = 13772453117 1357
36 1758 446057 SMT 67 137 7243207 1375 139 17:51:23:0061 GMT 67 137 7243207 137
37 1758 44:8045 SMT 40 1377243117 1375 140 17:51:23: 2035 GMT 40 1377243117 137
35 175847 5652 GMT 52 1377243117 137 .57 141 1751259671 GMT 22 13772453117 1357
39 1758478573 GMT 40 137 7243207 1375 142 17:51:26: 2546 GMT 40 137 7243207 137
40 1758479542 GMT 101 137 7243207 1375 143 17:51:26: 3515 GMT 101 137 7243207 137
41 1758451151 GMT 40 1377243117 137 .57 144 17:51:26:5140 GMT 40 13772453117 1357
435 17:58:49:9270 SMT 45 13772453117 137 .5 145 17:51:28: 3255 GMT 45 13772453117 137
44 17:58:43:9317 GMT 74 137 7243207 1375 146 17:51:28: 3290 GMT T4 137 7243207 137
45 1758501215 GMT 40 1377243117 137 .57 147 17:51:28:52035 GMT 40 13772453117 1357
25 1758549530 ST (=151 1377243117 137 .57 156 17:51:33: 3815 GMT [=1=3 13772453117 1357
=1 =1 17:58:54: 98350 SMT G2 137 7243207 1375 157 17:51:33: 3852 GMT G2 137 7243207 137
57 17:58:54: 95330 SMT 54 1377243117 1375 1535 17:51:33: 3877 GMT 54 1377243117 137
=1=1 1758950072 ST (=1n] 1537 .72.43.207 137 .7 159 17:51:353: 4042 GMT =18} 137 .72.435.207 1357
29 17558950077 ST 50 1537 7243117 137 .5 160 17:51:3353: 40635 ST =18} 137724353117 1357
G0 1758550109 GMT 52 137 7243207 1375 161 17:51:33: 4051 GMT 52 137 7243207 137
=] 17 58950629 ST j=1u] 1537 .72.43.207 137 .57 162 17:51: 33 4500 ST Q0 137 7243207 1357
== 1758950709 ST 1500 1537 .72.43.207 TIFT e 1635 17513534673 GMT 1500 137 7243207 157 e
< | > < | >

[ [
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OSA — Found Excessive Inbound »—ﬁ

SHARE

Packets in Real-Time Monitoring

G‘T‘EE CleverView® for TCP/IP

& SysPoint #% Connect Expert =% StackView &7 LinkView %% Critical Resources @, PinPaint
LinkView February 25, 2011 5:40:36 PM
o 0 [C] AuvtoRefresh:
Channel Links and Devices
Total: 6 Links Unavailable: 2 Devices Unavailable: 1 \
Host | TCP/IP Link e [ Threputln| b fnﬁ;: Bytes| EYeS
Name| Stack Flag| CHPID| IP Address Link Name Link Type Status Device Name | Device Type Status Size MTIU Bytes/Sec Out Bytes In of Out Out %o
Bytes/Sec of Total
Total
x
i?ls TCPIP 192.168.1920 QSDL IPAQENET 1*Ready DEVOSAL MPCIPA 1 *Ready 0 8002 20,457 6 42274032 100% 3313  100%
A
i{l}ls TCPIP 127001 LOOPEACK LOOPBACK 1 3*Ready LOOPBACK LOOPBACK +¥Ready 0 63,3335 0 0 0 0% 0 0%
x
708 TCPIP 192.168.1928 OSDL2 IPAQENET GNOF DR281920 MPCIPA GNo! 0 0 0 0 0 0% 0 0%
11 active active I}
x
i?ls TCPIP 17229122182 VIPLACIDTAEG VIPA 1 *Ready VIPDACIDTABS VIPA 1 *Ready 0 0 1] 1] 1] [ 0 e
x
708 repp 255.255.255.255 ol O¥Starting 0 0 0 0 0 0% 0 0%
1 active
208 Not Sent
L1t TCPIP 19392001 TOVTAM MPCPTP Ga cive IUTSAMEH MPCPTP +3SETUP 0 0 0 0 0 0% 0 0%
. Eequest

Gateways || OSPF Routing || RIP Routing || VIPA || VTAM TRLE
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EXER

o8
) @ ¢ *®

e I ]
Check OSA Links Statistics:
Netstat Devlinks
DevName: DEVOSAl DevType: MPCIPA
DevStatus: Ready
LnkName: OSDL LnkType: IPAQENET LnkStatus: Ready
Speed: 0000001000
IpBroadcastCapability: No
CfgRouter: Non ActRouter: Non
ArpOffload: Yes ArpOffloadinfo: Yes
ActMtu: 8992
VLANid: None VLANpriority: Disabled
ReadStorage: GLOBAL (4096K) InbPerf: Balanced
SecClass: 255 MonSysplex: No
Routing Parameters:
MTU Size: n/a Metric: 00
DestAddr: 0.0.0.0 SubnetMask: 255.255.255.0
Multicast Specific:
Multicast Capability: Yes
Group RefCnt SrcFiltMd
224.0.0.1 0000000001 Exclude
SrcAddr: None
Link Statistics:
ByteslIn = 25081576230
Inbound Packets = 194853959
Inbound Packets In Error = 194353459
Inbound Packets Discarded = 194352011
Inbound Packets With No Protocol =0
BytesOut = 103520236
Outbound Packets = 387012
Outbound Packets In Error =0
Outbound Packets Discarded =0
37 Copyright © 2011 Applied Expert Systems, Inc.
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LI EE &
XXX N

Check IP Statistics:

—

s

SHAR

Netstat Stats Proto IP
MVS TCP/IP NETSTAT CS V1R11 TCPIP Name: TCPIP 02:22:49
IP Statistics (1Pv4)

Packets Received = 194959223

Received Header Errors = 194429115 (discarded due to IP header errors)

Received Address Errors = 194431079 (invalid destination IP address)

Datagrams Forwarded = 4680

Unknown Protocols Received =0

Received Packets Discarded =0

Received Packets Delivered = 523425

Output Requests = 409928

Output Discards No Route =0

Output Discards (other) =0

Reassembly Timeouts =0

Reassembly Required =0

Reassembly Successful =0

Reassembly Failures =0

Datagrams Successfully Fragmented = 0

Datagrams Failing Fragmentation =0

Fragments Created =0

Inbound Packets handled by zIlIP =0

Outbound Packets handled by zI1IP =0
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Check Historical IP Interface Data

Cass

SHARE

Techaglogy « Corneclions « Results

Qutput
Disc.
Other

& SysPoint #% Connect Expert &% StackView < LinkView ' Critical Resources @, PinPoint
Z/COMM
MIB Lookup 0o ©
KA ons up
S S IP Reassemblies
foynd, displaying 1to 25 [First/Prev] 1, 2, 3, 4, 5, 6, 7, & [Next/Last]
B Master Host TCPRIP Unknown Received Received Inbound J'}m I"[::_::"c:d Prckats
# Commands Stack Date Time Packets Protocol Header Packets Calls from Unpack Mem. Sent I
i SessionLog e Discarded Received Errors Delivered Dev.Layer ~ = " ‘iage
# Ewvent Manager 2/0S
& Alerts Lii TCPIP 02/21/2011 00:00 1272065 1271793 1271793 0 0 0 258 1265328 0 0 54
# Monitor ??f TCPIP 02/21/2011 00:30 1298978 1298580 1298580 26 0 0 357 1288402 0 0 132
# SNMP z/0s
Lii TCPIP 02/21/2011 01:00 1237456 1236980 1236979 24 0 0 438 1227558 0 0 190
¥ Snapshot g
# History ?r?? TCPIP 02/21/2011 01:30 1363238 1362840 1362840 16 0 0 368 1352653 0 0 143
8 utilities ??15 TCPIP 02/21/2011 02:00 1380440 1380124 1380124 8 0 0 293 1369457 0 0 80
??5 TCPIP 02/21/2011 02:30 1158666 1158276 1158275 18 0 0 358 1148154 0 0] 134
?f?? TCPIP 02/21/2011 02:00 1297091 1296633 1296633 17 0 4] 427 1288771 0 0] 175
??f’ TCPIP 02/21/2011 03:30 1355674 1355291 1355291 14 0 0 354 1345011 0 0 129
??5 TCPIP 02/21/2011 04:00 1434464 1434202 1434202 0 0 0 248 1421754 % 0 0 54
?’?5 TCPIP 02/21/2011 04:30 1589514 1589241 1589241 0 0 0 258 1568406 0 0 54
?r?? TCPIP 02/21/2011 05:00 1706816 1700547 1700547 4] 0 0 255 1694223 1 0] 54
?f?? TCPIP 02/21/2011 05:30 1498456 1498193 1498193 0 0 0 249 1490032 0 o] 54
€| o 3 BN T |
39 Copyright © 2011 Applied Expert Systems, Inc.
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Routes ) FumuEs 2
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0 0 {
0] 0 [_
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0 0 {
0 0 (
0 0] (
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Check the Offending Packets ;.’,,A:E

Techaslogy - Gorseclions - Rasulls

VARY TCPIPtcpipproc,PKT,ON,DISCard=ALL

£E4550962 S50W1

From

Interface

Tod Clock
Discard
Segment #
Source

Dest

ination

Source Port

IpHeader:

Tos

Packet Length
Fragment

TTL

Source

Dest
uUpp

ination

Source Port

Datagram

Ip Header

Q00000

4500004E

Protocol Header

QOO0
Data

OQOO000
O0O010
OOOO20
00030

40

00890089

S4E20110
41464745
41434143
o001

Version @ 4

Length : 58

PACKET

OsDL

QOOO00004 14:13:05.687445 Packet Trace
Dewvice: QDIO Ethernet Full=78

2011/01/725 14:13:05.687445 Intfx: 9
4114 (IP_MAC_BRDCST)

o

172.
172.

137

oo
T8

g2

172.

172
137
20

TBEEBTYOOOO
: 8

OO3IACOG0
50
OOO010000
44464345
41434143

Flags=s: In D=crd
29 .96.9
29.191 . 255
Dest Port: 137 Azsid: 004F TCB: 00000000
Header Length: 20
Q0O5: Routine MHormal Serwvice
ID Mumber: 7VBBY
Off=et: 0
Protocoel: UDP CheckSum: 77A4 FH
29 .96.9

.29.191 . 255

{hetbicos-n=s) Destination Port: 137 {hetbios-nhs)
CheckSum: 0000 G6B306
IP: 172 .29.96.9, 172.29.191.2585 0O0Off=et:
521177A4 AC1De0OOG9 AC1IDBFFF
Port: 137, 137 Offzet: 14

Data Length: 50
OO00O0000 20464946
48454A45% 4F434143 C e .l... AFGEJFCEHEJEOCAC
41434141 41000020 ACACACACACAAA . .
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Why were these packets discarded? = S

e Discard Reason Code
« Comm Server IP & SNA Codes:

Discard Reason Code Category

1 —4095 OSA

4096 — 8191 Interface and IP layer
8192 — 12287 TCP layer

12288 — 20479 Reserved

* 4114 (IP_MAC_BRDCST):
The MAC broadcast packet not accepted.

e Destination IP =172.29.191.255 ?
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Discarded Packets - continued = A

* The drop reason code 4114 usually indicates that the
packet has a non-broadcast destination IP address and a
broadcast media header (the broadcast indicator is on in
the media header). This is likely to be caused by an
iInvalid locally administered MAC address.

« Big switched LAN => broadcast flood; use VLAN to
preserve bandwidth

e nethios-ns

* NetBIOS Name Service (over UDP port 137)
» Similar to DNS
* Name Query request
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OSA Checksum Offload Verification = e

 Packet Trace
» Checksum field = O indicates checksum offload is in effect

« Exceptions

Packets that go directly to another stack that shares the same
OSA-Express feature

IPSec-encapsulated packets
Fragmented and reassembled packets
Outbound multicast and broadcast packets
—— < Outbound TCP packets that contain only a TCP header

When multipath is in effect (unless all interfaces in the multipath
group support
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OSA Statistics from SNMPMIBs = Bl

 IOBSNMP SNMP sub-agent, OSNMPD
* Performance data is available from all LPARs

 Channel - PCI bus and processor utilizations (1 min/5
min/1 hr), etc.

 Ethernet — Active MAC address, in/out packets and
frames, etc.

 “‘LPAR” (CSS/Image ID) - Data transfer rate (1 min/5 min/1
hr), processor utilization (1 min/5 min/1 hr)
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Display OSAINFO Command (z/OS V1R12) e B

General OSA and active protocols info =
DISPLAY TCPIP,tcpproc,0SAinfo,INTFName=interface

EZDOO311 TCP/IP CS V1R12 TCPIP Name: TCPCS 15:14:15
Display OSAINFO results for IntfName: LNK29D

PortName: DEV29D PortNum: 01 Datapath: 3902 RealAddr: 0002
PCHID: 0451 CHPID: 29 CHPID Type: 0OSD OSA code level: 6760
Gen: OSA-E3 Active speed/mode: 1000 mb/sec full duplex
Media: Singlemode Fiber Jumbo frames: Yes Isolate: No
PhysicalMACAddr: 643B88F30000 LocallyCfgMACAddr: 000000000000
Queues defined Out: 4 In: 3 Ancillary queues in use: 2
Connection Mode: Layer 3 IPv4: Yes IPv6: No

SAPSup: 00010293 SAPEna: 00010293

IPv4 attributes:

VLAN ID: N/A VMAC Active: No

Defined Router: Non Active Router: No

AsstParmsEna: 00215C66 OutCkSumEna: 00000000 InCkSumEna: 00000000
Registered Addresses:

IPv4 Unicast Addresses:

ARP: Yes Addr: 10.10.10.10

Total number of IPv4 addresses: 1

IPv4 Multicast Addresses:

MAC: 01005E000001 Addr: 224.0.0.1

Total number of IPv4 addresses: 1

Ancillary Input Queue Routing Variables:

Queue Type: BULKDATA Queue ID: 2 Protocol: TCP

Src: 11.1.1.11..100

Dst: 12.12.12.12..100

Src: 13.3.3.13..101

Dst: 14.14.14.14..101

Total number of IPv4 connections: 2

Queue Type: SYSDIST Queue ID: 3 Protocol: TCP

Addr: 10.10.10.10

Total number of IPv4 addresses: 1
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FTP Diagnosis

Traces ‘ Query Buider  Packet Summary ‘ ‘ ‘

Packet Summary
% D Timestamp Da;?ffm Local P Amt. IP Profocol  Messages LocalPort Rt Port mﬁe mﬁer :z';d"w
1 123510:5643 GMT| 78 137724345 [1377243.255 uop 137 137
2 0235112518 GMT| 1500 [137.72.43207  [137.7243.142 TCP |ACK :telnet: tn3270e data header telnet 1215 424240748 4208849998 32760
3 0235112688 GMT| 138 (1377243207  [137.7243.142 TCP |ACKPSH :telnet: 95 bytes of telnet data.. telnet 1215 424251208 4208849998 32760
4 1ZAS112T12GMT| 40 1377243042 (1377243207 TCP |ACK 1215 felnet  |4208349998 |424251304 83748
5 0ZASIITI3GMT| 40 [137.7243.042  [1377243.207 TCP |ACK 1215 felnet | 4205849908 |424751304 |4240
] 02312775 GMT| 78 (137724345 (1377243255 uop 137 137
7 0235116238 GMT| 71 1377243207 (1377243207 UDP | SNMP: Community - public{v1) : pdu - 14280 | =nmpetrl
2 0235116245 GMT| 56 (1377243207 1377243207 ICMP | Destination Unreachable : Port unrsachable 0 0
B 0ZASAZ0TB4GMT| 48 1377243042 1377243207 TCP |ACKPSH :telnet: tn3270e data header 1215 felnet | 4205840008 |424751304 |4240
10 0235120791 GMT| 40 [137.72.43207  [137.7243.142 TCP  |ACKPSH telnet 1215 424251304 4208850008 32780
1 1235127799 GMT| 1453 1377243143 [137.72.43.255 uop BA45 BR46
12 0235127813 GMT| 1453 [137.72.43.142 (1377243255 uop BE4E BE46
13 0Z351XTR44GMT| 52 (1377243137 [137.72.43207 TP [SYN 10432 | fip control |1257181311 |0 B5535
14 0Z3513TE50GMT| 48 (1377243207 [137.7243137 TP [ACKSYN fipcontrol | 10432 (452077185 |1257181312 (32788
15 0235137658 GMT| 40 [137.72.43.437  [137.7243.207 TCP |ACK 10432 | fip control 1257181312 |452077196 |84240
16 0235138808 GMT| 114 1377243207 (1377243437 TCP |ACKPSH : fip reply code 220 fipcontrol | 10432  [452077186 |1257181312 (32788
17 0235139114 GHMT| 1453 [137.72.43.108  [137.72.43.255 uop BA45 BE46
18 0235140430 GMT| 40 [137.72.43137 (1377243207 TCP |ACK 10432 | ftp control | 1257181312 452077270 84221
19 0235140435 GMT| 74 (13772433207 (1377243437 TCP |ACKPSH : fip reply code 220 fipcontrol | 10432  [452077270 |1257181312 (32788
20 0235142617 GMT| 40 [137.72.43.137 (1377243207 TCP |ACK 10432 | ftp control | 1257181312 |452077304 (84213
21 1235143524 GNT| 71 1377243207 1377243207 UDP | SHMP: Community - publiciv1) : pdu - GetRequest 14278 | =nmpetrl
2 0235143531 GMT| 56 (1377243207 [137.72.43207 ICMP | Destination Unreachable : Port unreachable 0 0
23 0235167560 GMT| 71 1377243207 (1377243207 UDP | SNMP: Community - public{v1) : pdu - 14282 | =nmp ctrl
24 0235167567 GMT| 56 (1377243207 1377243207 ICMP | Destination Unreachable : Port unrsachable [ 0
25 0235181661 GMT| 54 [137.72.43.437 (1377243207 TCP |ACKPSH : fip command USER 10432 | fip control | 1257181312 |452077304 64213
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D
FTP Diagnosis —zoom in on FTP ports: =

. o SHARE
Control connection vs. Data connection
n
Traces l Query Buider  Packet Summary l l ‘ I I
Packet Summary
D Timestamp Daé?ffm Local P Rmt. P Protocol | Messages LocalPort | Rmt. Port Nﬁﬁer Pf::r:&r :i“'z';d”w
12 0235137844 GMT| 52 |1377243037  |1377243207 TCP  |svN 10432 | #ip control |1257181311 |0 £5535
14 02:35:13:7650 GMT| 48 |137.7243207 |137.72.43.137 TCP  |ACKSYN fip control | 10432 |452077195 |1257131312 32768
15 02:35:13:7659 GMT| 40 137.72.43.437  |137.72.43.207 TCP  |ACK 10432 | fip control | 1257181312 [452077196 84240
16 02:35:13:8898 GMT| 114  |137.72.43207 |137.72.43.137 TCP |ACKPSH : fip reply code 220 fip control | 10432 |452077196 | 1257181312 | 32768
18 02:35:14:0430 GMT| 40 1377243137  |137.72.43.207 TCP  |ACK 10432 | ftp control | 1257181312 452077270 |64221
19 02:35:14:0435GMT| 74  |137.72.43207 |137.72.43.137 TCP | ACKPSH : fip reply code 220 fip control | 10432 |452077270 | 1257181312 | 32768
20 02:35:14:2617 GNT| 40 1377243137 |137.72.43.207 TCP  |ACK 10432 | ftp control | 1257181312 [452077304 64213
25 02:35:18:1661 GMT| 54  |137.72.43.137 |137.72.43.207 TCP  |ACKPSH : ftp command USER 10432 | ftp control | 1257181312 [452077304 64213
2% 0235181790 GMT| 67  |137.72.43207 |137.72.43.137 TCP  |ACKPSH : ftp reply code 331 fip control | 10432 452077304 | 1257181326 | 32754
27 02:35:18:3075 GMT| 40 137.72.43.137  [137.72.43.207 TCP  |ACK 10432 | ftp control |1257181326 [452077331 |64208
33 02:35:20:6157 GMT| 55 |137.72.43.137 | 137.72.43.207 TCP  |ACKPSH : ftp command PASS 10432 | ftp control | 1257181326 (452077331 |64208
34 02:35:20:8732 GMT| 40 1377243207  [137.72.43.137 TCP  |ACKPSH fip control | 10432 |452077331 | 1257181341 32753
3§ 02:35:21:3641 GMT| 101 |137.72.43.207  |137.72.43.137 TCP |ACKPSH : fip reply code 230 fip control | 10432 |452077331 | 1257131341 32753
37 02:35:21:4799 GMT| 40 1377243137 |137.72.43.207 TCP  |ACK 10432 | fip control | 1257181341 452077392 84181
41 02:35:23:5809 GMT| 48 |137.72.43.137  |137.72.43.207 TCP |ACKPSH : fip command TYPE 10432 | fip control | 1257181341 452077392 |64181
42 02:35:23:5935 GMT| 83  |137.72.43207 |137.72.43.137 TCP  |ACKPSH : fip reply code 200 fip control | 10432 452077392 | 1257181348 | 32760
13 02:35:23.7760 GMT| 40 1377243137  |137.72.43.207 TCP  |ACK 10432 | ftp control | 1257181349 452077435 |64180
61 02:35:29.5343 GMTh. 67  |137.72.43.137 | 137.72.43.207 TCP [ACK PSR : fip command PORT ] 10432 | ftp control | 1257181349 [ 452077435 | 64180
62 02:35:29:5379 GMTI 62 |137.72.43.207 | 137.72.43.137 TCP | ACK PSH . fip reply code 200 fip control | 10432 452077435 | 1257181376 | 32741
65 02:35:30:3888 GMT| 62  |137.72.43207 |137.72.43.137 TCP | ACKPSH : fip reply code 200 fip control | 10432 452077435 | 1257181376 | 32741
68 02:35:32.1407 GMT| 62 |137.72.43207 |137.72.43.137 TCP | ACKPSH : fip reply code 200 fip control | 10432 452077435 | 1257181376 | 32741
74 02:35:35:5118 GMT| 62 |137.72.43.207 | 137.72.43.137 TCP  |ACKPSH : fip reply code 200 fip control | 10432 452077435 | 1257181376 | 32741
75 02:3542:2300 GMT| 62 |137.72.43207 | 137.72.43.137 TCP  |ACKPSH : ftp reply code 200 fip control | 10432 452077435 | 1257181376 | 32741
99 02:35:55:6388 GMT| 62 |137.7243207 |137.7243.137 TCP |ACKPSH - fip reply code 200 fip control | 10432 |452077435 | 1257131378 | 32741
186 02:36:227005 GMT| 62 |137.72.43207 |137.72.43.137 TCP |ACKPSH : fip reply code 200 fip control | 10432 |452077435 | 1257181378 | 32741
02:3T-16:9704 GMT| 62 |137.72.43207  |137.72.43.137 TCP |ACKPSH : fip reply code 200 fip control | 10432 | 452077435 | 1257181378 | 32741
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~TP Diagnosis — Analyze the PORT

SHARE

command
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Traces | Qiuery Builder I Packet Sumrmary Packet Detail=

—  Packet Detailz

Packet Details Hex Decode
— Packet Details

Pecket ID - =1
Time : Z/28,/Z2005% 02:325:Z59:5343 GEMT
CTE Format If%; IEv4d4 o Packet Trace (ETHI4dFkLt) i4)

ETHDR T Header
Dewvice Tyvpe 1 Ethernetc
Link Hame z ETHI1
Flags :: Record Size sdjust by +1
IEP packet was receiwved
IP Packet Length : &7 bywtea
TP Source: 137 _72_43_137 IF Remote: 137 _T72_43_Z0407
10432 Remote Fort - Z1
(o u]
Ox35
1911z8

Source PFort
TITCE hddress
LASTDy

Trace Count

IP Version 4

Source T 137 _.TFZ2_.43_.137 Remote T 137 _.T7Z2_43_Z07
Protococol - TCFE

Detagram Length - &7

Flags z Don't Fragment Fragment Offget = O

TCP Header Info

Source Port : 10432 Remote Port :: Z1 £ftp control
S5eqg. Humber : 1257121343 ek, Mumber : 452077435
Window =z <4180 Flags = &ACE EBSH

FID Data
Command : PORT
Perameters :rlg?,?2,43,137,4ﬂ,196
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FTP Diagnosis — Analyze the PORT
command continued = A

PORT 137,72,43,137,40,196
» Specifies that the FTP Server will initiate the data connection
e Client’s IP Address: 137.72.43.137
 Client’s Port: 40 * 256 + 196 = 10436
* EXxpectto see a SYN packet:
« from server (137.72.43.207)
e toclient (137.72.43.137)
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FTP Diagnosis — check the equivalent £

SHARE

Sniffer trace

Traces ‘ Query Buider Packet Summary | l l l ‘
Packet Summary
D Timestamp Dagzgéam Local IP Rmt. IP Protocol | Messages LocalPort  Rmt. Port Nﬁﬁe rf;'i:m 5"}‘;’2‘1”“
10 02:42:00:5115 GMT 52 1377243137  [137.72.43.207 TCP  |SYN 10432 | ftp control 1257181311 |0 65535
11 02:42:00:5130 GMT 48 137.72.43.207 1377243137 TCP ACK SYN fip control 10432 | 452077185 (1257181312 | 32768
12 02:42:00:5130 GWT 40 137.72.43.137  [137.72.43.207 TCP |ACK 10432 | fip control 1257181312 | 452077196 |64240
13 0Z:42:00:5380 GMT| 114 [137.72.43207  |137.72.43.437 TCP |ACKPSH : ftp reply code 220 ftp control 10432 |4520771%6 [1257181312 | 32763
14 02:42:00.7885 GMT 40[} 1377243137 1377243207 TCP ACK 10432 fip control | 1257181212 [452077270 | 64221
18 02:42:00:7916 GWT 74 % 1377243207 [137.72.43137 TCP | ACKPSH : ftp reply code 220 ftp control 10432 |452077270 [1257181312 | 32768
16 02:42:01:0073 GWT 40 137.72.43.137  [137.72.43.207 TCP  |ACK 10432 | ftp control [1257181312 | 452077304 64213
17 02:42:04:8128 GMT 54 1377243137 1377243207 TCP ACKPSH : ftp command USER 10432 fip control | 1257181212 (452077304 |84213
18 02:42:04:9278 GMT E7 137.72.43.207  [137.72.43.137 TCP |ACKPSH : ftp reply code 331 ftp control 10432 |452077304 [1257181326 | 32754
19 02:42:05:0542 GWT 40 137.72.43.137  [137.72.43.207 TCP  |ACK 10432 | ftp control [1257181326 | 452077331 |64206
20 02:42:07.25807 GMT 55 1377243137 137.72.43.207 TCP ACKPSH : ftp command PASS 10432 fip control | 1257181326 (452077331 | 64206
21 02:42:07:5216 GWT 40 137.72.43.207  [137.72.43.137 TCP | ACKPSH ftp control 10432 |452077331 [1257181341 | 32753
22 0Z:42:08:1125 GMT) 10 137.72.43.207  [137.72.43.137 TCP  |ACKPSH : ftp reply code 230 ftp control 10432 |452077331 [1257181341 | 32753
23 02:42:08.2261 GMT 4l 1377243137 137.72.43.207 TCP ACK 10432 fip control | 12571812341 [4520773582 | 641
24 02:42:10:3368 GMT 48 137.72.43.137  [137.72.43.207 TCP | ACKPSH : ftp command T¥PE 10432 | ftp control [1257181341 452077392 |&64134
25 02:42:10:3413 GWT 83 137.72.43.207  [137.72.43.137 TCP  |ACKPSH : ftp reply code 200 ftp control 10432 |452077382 [1257181349 | 32760
26 02:42:10:5228 GMT 4l 1377243137 137.72.43.207 TCP ALK 10432 fip control | 1257181345 (452077435 | 64180
30 02:42:16:2812 GMT 87 137.72.43.137  [137.72.43.207 TCP CK PSH : ftp command PORT 10432 | ftp control 1257181349 | 452077435 | 64120
31 02:42:16:2865 GWT g2 137.72.43.207  [137.72.43.137 TCP  |ACKPSH : ftp reply code 200 ftp control 10432 | 452077435 |1257181376 | 32741
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FTpP Diagnosis = -

Sniffer trace shows the PORT command was sent to the server
but there was no SYN packet coming in — SYN packet was “lost”

Might be related to firewall issues - check firewall setting,
FTP.DATA and TCP PROFILE settings.

Passive FTP:
* Client initiates the data connection.

e Check to reply to the PASV command to determine the IP
address and Port number of the server for the data connection.
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EXXXX

Traoes' Query Builder  Packet Summary | Packet Detaiks' Sequence of Execution | Response Time Summa | Exception Re |

—Packet Summary
D Timestamp Dﬂégﬂm Local P Rnt P Protocol | Wessages LocalPort | Rt Port mﬁ mﬁer :;2””” W
730 (2:42:18:2097 GNT 48 1377243037 377243207 TCP  [ACKPSH : ftp command TYPE 21157 | fipcontrol | 3283430047 |817330248 64134
7 02:42:16:2136 GNT &3 1377243207 1377243137 TCP [ACKPSH : ftp reply code 200 fipcontrol | 21157 |617230248 | 3BB3430855 | 3278(
732 02:42:16: 1142 GNT 48 1377243137 (1377243207 TCP [ACKPSH : ftp command PASY H157 | fip control |3883430055 |617330291 |B84143
733 02:42:16:2207 GNT & 1377243207 377243137 TCP [ACKPSH : ftp reply code 227 fipcontrol | 21157 [617330291 | 3883430961 | 32762
T4 02:4216:2223 GNT 45 1377243137 1377243207 TCP  [ACKPSH : ftp command LIST 2157 | fipcontrol 3883430951 |617330340 | 64131
735 02:42:16:2234 GNT 52 1377243137 (1377243207 TCR |SYN 21158 3679 | 3534575276 (0 65535
736 02:42:16:2331 GNT 48 1377243207 1377243137 TCP |ACKSYN 3679 21158 |617396255 (3534575277 32768
737 02:42:16:2331 GNT 4l 1377243137 1377243207 TCP [ACK 21158 TS |3G34GTEITT |817306256 (64240
738 02:42:18:2795 GNT &1 137724307 (1377243197 TCP |ACKPSH : fip reply code 125 fipcontrol | 21157 |617330340 | 3883430067 | 32782
739 2:42:16:4079 GNT 4l 1377243137 377243207 TCP [ACK 21157 | fipcontrol | 3283420067 |617330381 (64126
T4 0242164485 GNT| 1500 1377243207 |13772431%7 TCP [ACK 3679 2188 |B17306258 | 3534575277 32768
41 02_242:152445? GNT| 1457 (1377243207 (1377243137 TCP ACKPSH 3679 21158 (817397716 [ 3534575277 | 32768
742 Di:*ﬂﬁ:#ﬁﬁ GHT 4l 1377243137 1377243207 TCP [ACK 21158 J6TS  |35345TS2TT 1817389133 (63520
743 (2:42:16:4488 GNT 4l 1377243137 (1377243207 TCP [ACK 2158 J6TS  |35345TSITT 1817300133 (64240

2:42:16:4524 GNT 1377243207 317243137 2158 |B17380134 3534575278 | 22768
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FTP Diagnosis — Analyze the PASV Reply -?

S en
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Traces | Query Builder | Packet Summary  Packet Detailz
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— Packet Details

Packet Detailz Hex Decode
{:\%an:ket Details

Pecket ID : 733
Time : 3/3/2009 02:42:16:-2207 GEMT

Header :
Source Mac : 00:10:Ce:DF:BR:CF Bemote Mac : 00:13:Z0:D5:77:94
ETHERIYPFE : IF (0xB00)

IP Versicocn 4

Source - 137.7Z.43_207 Bemote : 137.72.43.137
Protocol : TCPE

Detagram Length : 89

Flags : Fragment Offset : 0O

TCPE Header Infc

Source Port : 21 £ftp control Bemote Port : 21157 . .

Seg. Number : §17330231 Zck. Number : 3883430361 Client will connect to the Server Port
Window : 32762 Flags : ACK BSH 3679 for data connection:

FTD Deca Server IP = 137.72.43.207

Beply Code :| 227 (Entering Passive Mode) Server Port= 14 * 256 + 95 = 3679

Message : Entering Pessive Mode (137,7Z,43,207,14,35)
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TLS/SSL s

https (Port 443), AT-TLS (appl. port) S

54

Transport Layer Security provides security for
communications over networks by encrypting the
segments at the transport layer end to end.

TLS V1.0 (RFC 2246) is based on SSL V3.0.

It does not require the client and the server to arrange

for a secret key to be exchanged before the

transaction.

o Asymmetric keys (public/private) for handshaking
and secret key exchange.

o Secret key (symmetric) mechanism for subsequent
communication.
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Source: http://middleware.its.state.nc.us/middleware/Documentation/en_US/htm/csqzas00/csq01skc.gif
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TLS/SSL, AT-TLS — Public/Private Keys

ASYMMETRIC ENCRYPTION

KEY PAIR
WHAT IS ENCRYPTED i CAN BE DECRYPTED
WITH ONE KEY WITH THE OTHER
PUBLIC PRIVATE
CAN BE DECRYPTED WHAT IS ENCRYPTED
WITH THE OTHER WITH ONE KEY

Source: http://www.teracomtraining.com/tutorials/teracom-tutorial-asymmetric-encryption.gif

Copyright © 2011 Applied Expert Systems, Inc.

SHARE

Techaglogy « Corneclions « Results

SHARE

inOrlando
2011



57

TLS/SSL Basic Flow ==

Techaglogy + Cormeclions - Results

 Negotiate cipher suites and compression algorithms.

e Authenticate the server (and optionally the client) through
certificates and public/private keys.

« Server -> Client: The server uses its private key to encrypt
and the client uses the public key to decrypit.

 Client -> Server: the client uses the public key to encrypt and
the server uses its private key to decrypt.

« Exchange random numbers and a pre-master secret, which is
used with other data to create a shared secret key — the
Master Secret is used to encrypt/decrypt the data.
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Client Server
Client Hello

>

Server Hello
Certificate
Server Done

<
Client Key Exchange
Change Cipher Spec
Finished
>
Change Cipher Spec
< Finished

TLS/SSL Handshake — Server Authentication -«ﬁ”

Hello

Highest SSL/TLS version supported
Ciphers and Compression Method
Session ID

Random data for key generation

Certificate:
Server Certificate — contains server’s
public key.

Client Key Exchange

Premaster secret encrypted by server’s
public key. Both the client and the server
generate the Master Secret key
(symmetric) on their own using the pre-
master secret and the random data that
is generated from the SERVER_HELLO
and CLIENT_HELLO commands.

Change Cipher Spec
Indicates that all subsequent data will be
encrypted.
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AT-TLS Flow ~
Client Server

< SYN, SYN ACK, ACK N

TLS Handshake &
Change Cipher Spec
€ >
< Normal Flow - Encrypted N
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FTPS — FTP w/SSL Control Connection ,ﬁ

Teshnclogy - Cormeclions - Resulls

Client FTP Server
< SYN, SYN ACK, ACK N

AUTH TLS-P
(use TLS, also protect Data Connection) S

TLS Handshake &
Change Cipher Spec

Normal Flow — Encrypted
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HTTPS (Port 443) r3

SHARE
Techaglogy - Corseclions - Resulls
il CleverView® fo ace Ana &
File  Help
=& = = QR 3 T ?
"'_; Traffic Errors oo '5{ Application Errors @ INIT Packets & TERM Packets
Traces l Query Builder  Packet Summary
Packet Summary
o Timestamp Da;?f;am Lacal P Ritt. IP Protocol | Messages Local Part | Rmt. Port Nsuergber ri?:ber ;’Egdw A
52 1836095954 EST 52 1377243113 [16111308 TCP SN 53755 hitps  |373845382 |0 8192
53 16 36 0% 6604 EST 52 161 11306 1537 7243113 TCP ACK SYN https 53755  [3140938962 (373545363 (4330
54 16 36 DO BROG EST 40 1377243013 [16111306 TCP ACK 53755 hitps  [373545353 |3140935963 16555
55 16 36 0% 6635 EST 235 1377243113 [16111305 TCP TLS: Cliert Hello 53755 hitps  |373845353 | 3140332963 | 16553
56 1636037454 EST | 1316 16111306 1377243113 TCP TLS: Server Hello, Certificate https 53755  |3140036063 |373045551 (4380
a7 1G36097552EST | 1316 16111305 1377243113 TCP ACK https 53755 3140940239 |373045581 (4390
55 163600 7552 EST 40 1377243013 [16111306 TCP ACK 53755 htps  [373545551 |3140941515 |16585
59 1G36097622EST | 1316 [161.113.05 1377243113 TCP ACK https 53755 (3140941515 (373845581 (4380
&0 16 3609 7657 EST 733 16111306 1377243113 TCP TLS: Server Hello Done hitps 53755  [3140042791 373845581 |4330
G 163609 7658 EST 40 1377243113 [16111305 TCP ACK 53755 htps 373045581 |3140343484 16588
62 1636097713 EST 222 1377243113 [18111305 TCP TLS: Cliert ey Exchange, Change Cipher Spec, 53755 hitps  [373845581 |3140343484 |16558
63 16:36:09:8372 EST 40 16111306 137.72.43.113 TCP ACK hitps 53755 3140943484 |373845763 (4760
fid 16 36095424 EST 33 16111306 1377243113 TCP TLS: Change Cipher Spec, Encrypted Data hitps 53755  |3140943454 |373545763 |4760
B5 16 36 D0 5437 EST &7 1377243013 [161.11306 TCP TLS: Application 53755 hitps  |373645763 |31400943527 (16577
B 1636093150 EST 40 16111306 1377243113 TCP ACK hitps 53755  [3140943527 (373546602 (5599
67 13609508 EST | 1316 16111305 1377243113 TCP TLS: Application https 53755  |3140043527 |37IR4EE02 (5509
68 1636099576 EST | 1316 16111305 1377243113 TCP TLS: Application https 53755 |3140944803 |373046602 (5599
B9 1636009577 EST 40 1377243013 [16111306 TCP ACK 53755 hitps  [373546602 |3140946079 16555
70 1636099643 EST | 1316 [161.113.05 1377243113 TCP TLS: Application https 53755  |3140946079 |373046602 (5599
71 136 0997T16EST | 1316 [161.113.058 1377243113 TCP TLS: Application hitps 53755  |3140947355 |373046602 |5599
72 1636:0%9717 EST a0 1377243113 [16111305 TCP ACK 83755 htps 373046602 |3140348631 16588
73 136099787 EST| 1316 16111308 1377243113 TCP TLS: Application hitps 53755  |3140948631 373046602 |55949
74 1636099855 E5T | 1316 [161.113.056 1377243113 TCP TLS: Application hitps 53755  [3140949907 |3736846602 (5599
75 16 36099356 EST 40 1377243113 [161113086 TCP ACK, 53755 hitps  [373846602 |3140351183 |16588
76 13609925 E5T | 1316 16111306 1377243113 TCP TLS: Application hitps 53755  |3140051183 |373046602 (5509
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AT-TLS - ETP w/SSL s

§ Cleverviews f , Gk
File  Help
HEeS OB+« Q® 3 HEE F
M5 Traffic Errors oo & application Errors @ INIT Packets @ TERM Packsts

Traces l Guery Builder  Packet Summary ‘
|Find connection IMNIT Erru:nrs|

Packet Summary

In] Timestamp Da;a?zgeram IPLDCEI IFl?mt. Praotocal Meszages AUTH TLS-P Local Port Fmt. Part Zeq. Mumber Pi;?:l.:uer ;‘;‘zzduw 2
105 2313419787 52 10,192, 10,192 TP Sh / 4042 ftp contral 3440233762 (O ES535
106 2313:41:9788 43 10,192, |10.192 TP AR SN I ftp control 4042 2371254549 (3440233763 (65535
107 23:13:41:9797 40 10,192, 10,192 TP ACH / 4042 ftp contral 3440233763 |2371254550 (32768
108 2313435468 17 10192, [10.192 TCP ACK PSH : ftp reply code 220 / ftp contral 4042 2371254550 (3440233763 | 32768
109 2313437276 40 10,192, 10192 TP ACH / 4042 ftp control 3440233763 (2371254627 (32748
110 23:13:43:7278 196 10,192, 10,192 TP ACK PSH : ftp reply code 220 \I i control 4042 2371254627 (3440233763 (32768
111 2313:43:7342 52 10192, |10192 TCP ACKH PSH : ftp command AUTH | 4 4042 ftp control 3440233763 [23712547383 (32703
112 23:13:43:7343 40 10,192, 10192 TP ACH PSH ftp control 4042 2371254783 (3440233775 [32767
113 2313457779 102 10,192, 110,192 TCP ACK PSH : ftp reply code 234 ftpp control 4042 2371254783 3440233775 (32767
114 23:13:45:8833 152 10,192, 10192 TP TLE: Client Hello. we 4042 ftp contraol 3440233775 |2371254845 (32694
115 23:13:45:8534 40 10,192, 10,192 TP ACH PSH \ i control 4042 2371254845 (3440233587 (32761
116 23:13:45:85850 1492 10192, [10.192 TCP TL=: Server Hello AN ftp contral 4042 2371254845 (3440233887 | 32761
117 23:13:45:85850 1492 10,192, 10192 TP ACH C||ent He||0 ftp control 4042 2371256297 (3440233587 (32761
118 23:13:45:85850 375 10,192, 10,192 TP ACH PSH i control 4042 2371257749 (3440233587 (32761
119 2313:45:9375 40 10192, |10192 TCP ACH 4042 ftp control 3440233887 (2371257749 (32768
120 23:13:45:9920 179 10,192, 10192 TP TLE: Client Key Exchange 4042 ftp control 3440233387 2371258084 (32654
121 231345992 40 10,192, 110,192 TCP ACH PSH ftpp control 4042 2371258084 (3440234026 (32759
122 23:13:45:9922 46 10,192, 10192 TP TLS: Change Cipher Spec 4042 ftp contraol 3440234026 (2371258084 (32654
123 23:13:45:9922 &5 10,192, 10,192 TP TLE: Encrypted Data 4042 ftp contral 3440234032 [2371258084 (32654
124 2313:45:9922 40 10192, [10.132 TCP ACH PSH ftp contral 4042 23712580584 (3440234077 | 32756
125 23:13:46:0030 46 10,192, 10192 TP TLE: Change Cipher Spec ftp control 4042 23712568084 (3440234077 (32756
126 23:13:46:0032 g5 10,192, 10,192 TP TLS: Encrypted Data i control 4042 2371256090 (3440234077 (32756
127 2313:46:0035 40 10192, |10192 TCP ACH 4042 ftp control 3440234077 [2371258135 (32671
128 23:13:46:0954 77 10,192, 10192 TP TLE: Application 4042 ftp control 3440234077 (2371258135 (32671
129 23:13:45:0986 40 10,192, 110,192 TCP ACH PSH ftpp control 4042 2371258135 (3440234114 (32765
130 23:13:46:0991 109 10,192, [10.192 TP TLS: Application ftp control 4042 23712568135 (3440234114 [3276S W

62 Copyright © 2011 Applied Expert Systems, Inc. s HARE

2011



TLS Header
Offset Length Description Decimal Meaning
Value
0 1 Content Type 20 (0Ox14) Change Cipher Spec
21 (0x15) Alert
22 (0x16) Handshake
23 (0x17) Application
1 2 Version
1 1 Major Version 3
2 1 Minor Version 0 SSLv3
1 TLS 1.0
2 TLS1.1
3 TLS 1.2
3 2 Length N The length of the Protocol Message
5 N Protocol Message

63

Copyright © 2011 Applied Expert Systems, Inc.

SHARE

2011



Sample TLS/SSL Decoding s

Hex Data:
16030100C1010000BD03014B 71 F169DA10....

Secure Socket Layer
TLSv1 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 193
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 189
Version: TLS 1.0 (0x0301)
Random
GMT Unix Time: Feb 9, 2010 15:36:8970000000000
Random Bytes: DA10 ...
Session ID Length: 32
Session ID: 2D585DAEF198D9BB951DD9F58D7766465B88A493B98ACC3C...
Cipher Suites Length: 70
Cipher Suites (35 suites)
Cipher Suite: TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA
Cipher Suite: TLS_ECDHE_RSA WITH_AES_256_CBC_SHA
Cipher Suite: .......
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Sample Digital Certificate ﬁ’

—

SHARE

Techaglogy « Corneclions « Results

General | Details

l%his certificate has been verified for the following uses:

55L Server Certificate

General | Details

Certificate Hierarchy

Issued To 4 Builtin Object Token:Wensign Class 3 Public Pnimary Certification Authority
Commen Name (CN) www.wellsfargo.com 4VeriSign, Inc.

o www.wellsfargo.com
Organization (O) Wells Fargo and Company
Organizational Unit (OU) 156
Serial Number ACCO-ATEZAD:24:38:20:07:9 L AL F0:3 2:28:AETD Certificate Fields
Issued By |
Commaon Name (CN) <Not Part Of Certificate»
Organization (O) VeriSign Trust Network
Organizational Unit (OU) VeriSign, Inc. :

] -Certificate Basic Constraints =
Validity E"Certl'ﬁcate Key Usage
Issued On 4/19/2011 -CRL Distribution Points
E!l:pil'ﬁ On 4/19/2012 E"Cer‘ll_ﬁca‘le Palicies

i-Extended Key Usage i
Fingerprints Field Value
SHA1 Fingerprint 40:43: D808 EC:F203:14:85:CA04:B3:B4:.73:.CO.T5:F3:6E:30:BE Modulus (1024 bits): -
. : ce 92 24 18 1c d0 &f a% 3f 0B 24 e 1b e5 a0 36

MD5 Flngerpnnl 87:38:7B:EA:AR:78:48:51.C1:F 705 FD-AB:F3:01:79 B0 9f 56 05 52 f8 1c O0d &4 2f f9 Dz 49 4db f4 26

33 &9 £f a6 13 cf 30 5b c2 £85 e7 77 Bc 23 ed ed
b3 0a 50 2a 51 &6c B3 1c a6 87 73 Ze 82 9b 33 c3
c? e4 a3 05 50 5a 86 ad 35 64 ff 66 52 1d fa 7f
54 77 82 01 80 1d 50 dd 1d 93 ff Bl ed 40 a5 42
7a b5 co 1b a4 1b ce 02 7c 78 al bd 57 7f 3f fe

m

fe Sb 10 dc 94 22 bl 8c ec 37 4a 2d 92 T7f 16 b3 -
Export...
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